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Background Information 
 
My work is based on the over-arching theme of contemporary 

surveillance. The project Wake Up : Log On combines sound 

design, digital drawings and poetry into an installation that 

explores the extent to which surveillance technology is now 

embedded within our everyday lives. 

 

As part of the research for the project I attended the Surveillance 
Studies Network (SSN) international conference held in 

Barcelona in April 2014. Over seventy academic papers were 

presented about contemporary surveillance in a wide range of 

contexts. I recorded interviews with leading academics in the field 

of surveillance studies. These voices can be heard on the 

soundtrack of Wake Up : Log On  

 

The following essay can be seen as an integral part of the project.  

It draws directly on the recorded interviews and other academic 

material presented at the Barcelona conference, from my own 

notes and reflections made during the development of the project, 

newspaper reports and further reading on the subject.  The essay 

is illustrated with images from the installation. 
 

 

Sebastian Jansen  
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A Short Essay On Surveillance 
  
On 6th June 2013 The Guardian newspaper (UK) and The Washington Post 

(US) published the revelation that the US spy agency the NSA, in conjunction 

with the UK spy agency GCHQ, had developed secret software programmes 

called Prism and Tempora to gain access to the routine communications data, 

email, phone and internet records of US, UK and EU citizens.  
 

The source of these newspaper reports was a former NSA analyst, Edward 

Snowden who left the US before leaking the information to journalists.  

By putting this information in the public domain, Edward Snowden revealed 

for the first time, the true extent of mass blanket electronic surveillance by 

government agencies and exposed the lack of legal oversight and regulatory 

control over the data of millions of citizens. 

 
Surveillance is nothing new. It is not an Orwellian construct. Surveillance 

occurs in all systems of control: in prisons and mental health institutions, in 

the design of cities and public space, in factories and other places of work. 
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Many academics define surveillance to mean the capturing of personal data 

about individuals in order to manage or control their behaviour. This typically 

means the systematic construction, collection, storage and analysis of that 

data and its manipulation for some purpose. 

 
 '...Surveillance is a social technology of power - supervising, monitoring, 

 and recording, its most common methods, are simply ways to control 

 persons and their behaviour ' (Bogard 1996)   

 

In the 21st Century the digitisation of information flows, the ability to store vast 

amounts of data and the development of sophisticated software technologies 

to mine that data, now allow for surveillance practices to be automated on a 

scale that was not previously possible. 

 

The automation of surveillance and the development of data mining software, 

such as the GCHQ Tempora programme, has given rise to what has been 

termed Dataveillance, where various data points or metadata can be 

searched to reveal precise inferences about individuals and their behaviour.  

 

Examples of dataveillance can be found everywhere. In many instances it can 

seem fairly benign. For example, the computer system of my local taxi firm 

logs my mobile phone number and when I call they immediately know my 

address. This is obviously a mutually beneficial piece of information. However 

they also log details of every journey I have ever made with them. 

 

We continuously leave trails of data behind us, whenever we use a credit or 

debit card, whenever we go on-line, each time we pick up a medical 

prescription, or take out a library book, walking down the street and being 

observed by CCTV cameras, as we drive our cars and use modern public 

transport systems. This kind of automated surveillance or dataveillance,  

has become part of our everyday lives whether we are aware of it or not. 

The problem is that the data that is created can be manipulated, cross-

referenced, sold on, or used for all kinds of other purposes.  
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Local governments in the UK have routinely used their publically funded 

CCTV systems to fine motorists for minor traffic offences. Supermarkets use 

the data generated by loyalty-card holders to target specific groups of 

consumers and sell this information on. Internet companies use data cookies 

to generate user information that can be used to target advertising. Turn them 

off and you cannot use the service. 

 

Wireless mobile technologies have also had a key role in transforming the 

nature and scope of surveillance. Developments in battery technologies have 

allowed manufacturers to develop lighter and smaller mobile devices with the 

capacity to hold large amounts of data. These devices now have built in 

cameras and microphones as standard.  

 

At the same time the development of wireless networks, bought about by the 

digitisation of telecommunications infrastructure and increased bandwidth, 

now allow people constant connectivity to the Internet. Many mobile devices 

including Smart phones and Tablet computers also contain software 

applications that use GPS location data. As Manuel Castells points out in his 

book 'The Rise of the Network Society’: 'The key feature of wireless 

communication is not mobility but perpetual connectivity' (Castells 2010) 
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The widespread use of Smart phones and Tablet computers means that an 

individual can now be tracked as never before. On a recent visit to my home, 

my sister, using her iPhone, took a photograph of me with my children. When 

she showed it to me I was surprised to see that the photo was date and time 

stamped and also stated the precise location of where the photo was taken. 

 

Now we all have the capacity to be part of the surveillance that surrounds us. 

We have become complicit partners in this culture of surveillance. Pictures 

are routinely taken by ordinary people and then uploaded to the Internet to be 

shared on social networks. In a recent interview with The Guardian 

newspaper, the former NSA computer analyst Edward Snowden was asked 

about George Orwell's book, Nineteen Eighty-Four. He replied: 

 

 "...We can see how (Orwell's) technologies now seem rather 

 unimaginative and quaint. They talked about things like 

 microphones implanted in bushes and cameras in TVs that look 

 back at us. But now we've got webcams that go with us 

 everywhere. We actually buy cellphones that are the equivalent of 

 a network microphone that we carry around in our pockets 

 voluntarily." (Edward Snowden July 2014) 
 

The ability of wireless mobile devices to constantly send and receive data 

messages without our knowledge is an aspect of digital technology that most 

people know little about.  A recent research paper by Jason Pridmore from 

Erasmus University in Rotterdam sheds light on how software developers are 

increasingly using hidden, automated dataveillance technologies as an 

integral part of their products. 

 

Application Programming Interfaces (APIs) are the technologies behind 

software Apps such as Google Maps. Typically they work by asking for the 

users consent. Usually this is made very easy just requiring one click on the  

'I agree', dialogue box. After this initial step has been taken the technological 

process disappears as far as the user is concerned. 
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The one click ' I agree' then enables the Application Programming Interface 

(API) to create seamless integration between the software App, the device 

that it is running on and the send and receive data it transmits over the 

Internet. From the developers point of view there are some basic permissions 

that are required. These would be as follows: ID Name / First Name / User 

Name / Locale / IP Address.  

 

However developers also have over  seventy other fields available to them 

behind the one click ' I agree' permission. These include various sharing 

permissions. Selectivity of these fields is on the side of the developers. A user 

cannot pick and choose which permissions to accept or decline. Remember it 

is a one-click process: 

 

 " Within social media it is the users themselves who are actively 

 producing their own digital identities. APIs create a hidden mechanism 

 for monitoring the creation of these Identities. They play a role in 

 making content available but they also circulate references or data 

 points about each user."  Jason Pridmore (SSN Conf. Barcelona April 2014) 
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The development of new technologies such as 'Google Glass' will continue to 

challenge previously held assumptions about our individual privacy. The rapid 

growth of social media platforms, which are predicated on concepts of 

'sharing' information in public have already created a cultural shift in the 

division between public, private and virtual space, between ourselves, and our 

data doubles. 

 

During the research of this project I have come to realise just how cross 

cutting the issue of surveillance within society has become. There is a 

complex interplay between ideas and concepts of identity, privacy and 

security.   There are a myriad of political legal and technical issues that stem 

from this interplay and it is not surprising that regulation has not kept up with 

the pace of change. However change is possible. 

 

For example, following legal challenges by parents and children, the UK 

government was forced to pass ' The Protection of Freedoms Act ' (2012). 

This legislation clarifies the law with regard to the use of Biometric 

Identification Systems within UK secondary schools.  

  

These systems use biometric information such as iris scans or digital 

fingerprint mapping. Once a child's data is held within the system, it is their 

biometric information that allows them to access various services such as 

buying their lunch or taking out library books.  These systems also allow for 

automated surveillance of a child's behaviour monitoring their eating and 

reading habits. 

 

For a generation of children used to using multiple identities online, the use of 

biometric identity systems in schools is, in my view, an attempt to normalise 

the use of these technologies. These technologies, for most of the adult 

population, are synonymous with identifying criminals. 
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Based on independent research commissioned by the campaign group  

Big Brother Watch, in the academic year 2012-2013, an estimated 1.2 million 

children have had their fingerprints taken. Although most schools sought 

parental consent to inclusion in these systems, there have been cases where 

schools did not or where refusal to consent by the child was ignored.  

 

The new ' The Protection of Freedoms Act ' (2012) clarifies our rights. 

Importantly it states that 'consent must be obtained from the child and the 

parent' and that: 'schools must provide alternative means to access services 

where parents or children refuse consent'. 

 

The actions of Edward Snowden and other campaign organisations have 

opened up the debate surrounding mass state surveillance. Governments 

have had to react to the new landscape. We have been promised new 

regulation and greater oversight about what organisations can or cannot do 

with our personal data. Individual legal challenges against large Internet 

companies are forcing the debate about data ownership and who has control.  

 

Surveillance is a major issue for all those concerned with protecting our rights 

to basic freedoms such as Privacy, Freedom of Association and Freedom of 

Speech. In a petition launched last year via www.change.org over five 

hundred Internationally renowned authors launched a campaign for a Digital 

Bill of Rights. The petition, which is titled 'A Stand For Democracy In The 

Digital Age' states that: 

 

 'A person under surveillance is no longer free; a society under 

 surveillance is no longer a democracy. To maintain any validity, our 

 democratic rights must apply in virtual as in real space.'   
 Petition by Writers Against Mass Surveillance (2013) www.change.org 
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